
Safe Sharing
on Social Networks

Think Before 
You Post

Keep It 
Professional

News Travels 
Fast

Videos Can 
Go Viral

Not as Temporary 
as You Think

One Share Can 
Become Many

Keep Photos Clean, 
Keep Content Safe

Once Online, It 
Lives Forever

Avoid Oversharing

Think about how your information, photos, and geo-location data could be 
used by others. Once posted, it is on the Internet forever.

Check Privacy Se�ings

These se�ings can be confusing and change o�en. Be safe: If you don’t want 
your mom or boss to see it, don’t post it.

Enable Two-Step Verification

Two-Step Verification, also called Two-Factor Authentication,  provides an extra 
layer of security to protect your social network accounts.

If You See Something, Say Something

If you witness bullying or inappropriate content online, do not respond. 
Instead, report the incident immediately to the site so they can take action.

© SANS Institute


