
© SANS Institute

We know the bad guys can be tricky. If you suspect an email is a phishing a�ack, or you think that
you may have fallen victim to one, help us by reporting it right away. 

O�ers that are too good to be true.

Messages that create a strong sense of 
urgency.

Emails that appear to be work related 
but use a personal email address, such as 
@gmail.com.

The language, tone, or signature is 
inconsistent with the supposed sender.

Emails that pressure you to bypass or ignore 
our security policies.

Emails that contain a generic greeting such as 
“Dear Customer.”

Messages that try to invoke curiosity or fear. 

There are common clues that can help you identify a phishing a�ack as soon 
as it hits your inbox. Be on the lookout for these signs:

Recognize a Phishing A�ack before you take the bait:

Did you accidentally fall victim to a phishing email? It can happen to almost anyone, at any time. 
If you do get hooked by a phishing a�ack it is critical that you report it right away!

PHISHING CAN HAPPEN TO ANYONE!
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